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Lista cerințelor și parametrilor tehnici la achiziționarea 
Modular Switch. 

Cerințe de instalare și livrare:
1. Soluția propusă trebuie să fie livrată cu soft-ware necesar instalat pe echipament.
2. Soluția propusă trebuie să fie livrată cu toate componentele hardware adiționale pentru cablare și plasare în rack.
3. Soluția propusă trebuie să fie instalata si configurata conform cerințelor clientului (hardware installation, software configuration, fiber optic SFP+ connection, VLANs, management, monitoring, port security, STP, ACL, testing of failover).
Cerințe tehnice de exploatare:
4. Dimensiunile tehnice a echipamentului trebuie să corespundă standardului 19”.
5. Toate componentele hardware a soluției trebuie să fie compatibile cu rețeaua de curent electric AC120/240V 50/60Hz.
6. Temperatura admisibilă de funcționare a echipamentului și componentelor acestuia sa fie in limita de la 0°C până la 40°C. 

Interfaces

· Not less than 144 ports 10/100/1000 Base-T per switch included (possibility to extend up to 240 ports 10/100/1000 Base-T)
· not less than 8 ports 1/10Gbps SFP+ with SFP+SR 850nm transceivers included (possibility to extend up to 16 ports 1/10Gbps SFP+)

Resiliency and high availability:

· Management Modules 1+1 
· Power supply modules protection 1+1 (minimum) AC120/240V 50/60Hz
· Fast Software Upgrade
· VRRP / HSRP 
· Nonstop switching
· IEEE 802.1 w ,s Spanning Tree Protocol
· IEEE 802.3ad Link Aggregation Control Protocol (LACP)
· Hot-swappable modules;

Quality of Service (QoS) 

· Advanced classifier-based QoS - based on Layer 2, 3, and 4 information, application of policies on a per-port or per-VLAN basis;
· IP service level agreements (SLA) for voice monitor quality of voice traffic using the UDP jitter and UDP jitter for VoIP tests. 
· Traffic prioritization into eight priority levels mapped to eight queues;

· Bandwidth shaping : 

· port-based rate limiting, provides per-port ingress/egress enforced increased bandwidth;
· Classifier-based rate limiting uses an access control list (ACL) to enforce increased bandwidth for ingress traffic on each port;
· Reduced bandwidth provides per port, per-queue egress-based reduced bandwidth;

· Class of Service (CoS):
· Sets the IEEE 802.1p priority tag based on IP address, IP Type of Service (ToS), Layer 3 protocol, TCP/UDP port number, source port, and DiffServ. 

Management

Connection methods: CLI, GUI, SNMP MIB, Management software, REST API
Out-of-band management: console port
Dual flash images for independent primary and secondary operating system files for backup while upgrading.

Link Connection monitoring:

Unidirectional Link Detection (UDLD) support
support UDLD and DLDP protocols to monitor a cable between two switches and shut down the ports on both ends if a broken link is detected, preventing network problems such as loops.
Bidirectional Forwarding Detection (BFD) support

Layer 2 switching

· VLAN support and tagging supports the IEEE 802.1Q standard and 4,094 VLANs simultaneously;
· IEEE 802.1ad Q-in-Q;
· MAC-based VLAN provides granular control and security, uses RADIUS to map a MAC address/user to specific VLANs;
· Jumbo frames up to 9200 bytes;
· MAC address table – min 64k;
· switching capacity – min 1900Gpbs

Layer 3 services

Loopback interface address, DHCP server.

Layer 3 routing

Static IP routing IPv4/IPv6, OSPFv2/v3, RIP/RIPng, BGP, Policy-based routing, 10000 IPv4/ 5000 IPv6 routes
Security 

· Control Plane Policing with rate limit on control protocols to protect CPU overload from DOS attacks
· Access control lists (ACLs)
· Multiple user authentication methods:
· IEEE 802.1X users per port
· Web-based authentication(authenticates from a Web browser for clients that do not support IEEE 802.1X supplicant)
· MAC-based authentication;
· Concurrent IEEE 802.1X, Web, and MAC authentication schemes per port(switch port accepts up to 32 sessions of IEEE 802.1X, Web, and MAC authentications);
· DHCP protection
· Secure management access : delivers secure encryption of all access methods (CLI, GUI, or MIB) through SSHv2, SSL, and/or SNMPv3
· Switch CPU protection : provides automatic protection against malicious network traffic trying to shut down the switch;
· STP BPDU port protection;
· Dynamic ARP protection;
· STP Root Guard;
· Port security (allows access only to specified MAC addresses, which can be learned or specified by the administrator)
· RADIUS/TACACS+
· Secure FTP
· Private VLAN;

Convergence:

· IP multicast routing(PIM SM + PIM DM), IP multicast snooping, 
· Auto VLAN configuration for voice(RADIUS VLAN: uses a standard RADIUS attribute and LLDP-MED to automatically configure a VLAN for IP phones), 
· Local MAC Authentication(assigns attributes such as VLAN and QoS using locally configured profile that can be a list of MAC prefixes).


Cerințe de garanție și suport:

Soluția propusă trebuie să includă suport hardware și software pentru cel puțin 5 ani sau sa aibă “limited lifetime warranty”.

  Cantitatea necesară:

1. Modular Switch – 1 complet.

















Lista cerințelor și parametrilor tehnici la achiziționarea 
1U Stackable Switches. 


Cerințe de instalare și livrare:
1. Soluția propusă trebuie să fie livrată cu soft-ware necesar instalat pe echipament.
2. Soluția propusă trebuie să fie livrată cu toate componentele hardware adiționale pentru cablare și plasare în rack.
3. Soluția propusă trebuie să fie instalata si configurata (hardware installation, software configuration, 2 switches in stack, 9 stacks, fiber optic SFP+ connection, VLANs, management, , monitoring, port security, STP, ACL, testing of failover) .

Cerințe tehnice de exploatare:
4. Dimensiunile tehnice a dulapului de distribuție trebuie să corespundă standardului 19”.
5. Toate componentele hardware a soluției trebuie să fie compatibile cu rețeaua de curent electric AC120/240V 50/60Hz.
6. Temperatura admisibilă de funcționare a echipamentului și componentelor acestuia sa fie in limita de la 0°C până la 40°C. 

Interfaces

· Not less than 24 interfaces 10/100/1000 Base_T
· Not less than 4 SFP+ 1/10Gbps interfaces, including SFP+ 10Gbps Base-LX module (WDM-optional) SM, 1490/1550nm or 1270/1330nm, 10km.
· Not less than 1 stackable interface, including stackable cable

Resiliency and high availability:

· Power supply modules protection 1+1 AC120/240V 50/60Hz
· Fast Software Upgrade
· VRRP / HSRP 
· Nonstop switching
· RRPP/REP (optional)
· IEEE 802.1 w ,s Spanning Tree Protocol
· IEEE 802.3ad Link Aggregation Control Protocol (LACP)
· Hot-swappable power supply modules 
· Data-plane and management-plane stacking using dedicated module or network interfaces, stack bandwidth min 20Gbps full duplex

Quality of Service (QoS) 

· Advanced classifier-based QoS - based on Layer 2, 3, and 4 information, application of policies on a per-port or per-VLAN basis;
· IP service level agreements (SLA) for voice monitor quality of voice traffic using the UDP jitter and UDP jitter for VoIP tests. 
· Traffic prioritization into eight priority levels mapped to eight queues;

· Bandwidth shaping : 
· port-based rate limiting, provides per-port ingress/egress enforced increased bandwidth;
· Classifier-based rate limiting uses an access control list (ACL) to enforce increased bandwidth for ingress traffic on each port;
· Reduced bandwidth provides per port, per-queue egress-based reduced bandwidth;

· Class of Service (CoS):
· Sets the IEEE 802.1p priority tag based on IP address, IP Type of Service (ToS), Layer 3 protocol, TCP/UDP port number, source port, and DiffServ. 

Management

Connection methods : CLI, GUI, SNMP MIB, Management software, REST API.
Out-of-band management: console port
Dual flash images for independent primary and secondary operating system files for backup while upgrading.

Link Connection monitoring:

Unidirectional Link Detection (UDLD) support
support UDLD and DLDP protocols to monitor a cable between two switches and shut down the ports on both ends if a broken link is detected, preventing network problems such as loops.
Bidirectional Forwarding Detection (BFD) support

Layer 2 switching

· VLAN support and tagging supports the IEEE 802.1Q standard and 4,094 VLANs simultaneously;
· IEEE 802.1ad Q-in-Q;
· MAC-based VLAN provides granular control and security, uses RADIUS to map a MAC address/user to specific VLANs;
· Jumbo frames up to 9200 bytes;
· MAC address table – min 32k;
· switching capacity – min 128Gpbs
· VxLAN;
Layer 3 services

Loopback interface address, DHCP server.

Layer 3 routing

Static IP routing IPv4/IPv6, OSPFv2/v3, RIP/RIPng, Policy-based routing, 2000 IPv4/ 1000 IPv6 routes
Security 

· Control Plane Policing with rate limit on control protocols to protect CPU overload from DOS attacks
· Access control lists (ACLs)
· Multiple user authentication methods:
· IEEE 802.1X users per port
· Web-based authentication(authenticates from a Web browser for clients that do not support IEEE 802.1X supplicant)
· MAC-based authentication;
· Concurrent IEEE 802.1X, Web, and MAC authentication schemes per port(switch port accepts up to 32 sessions of IEEE 802.1X, Web, and MAC authentications);
· DHCP protection
· Secure management access : delivers secure encryption of all access methods (CLI, GUI, or MIB) through SSHv2, SSL, and/or SNMPv3
· Switch CPU protection : provides automatic protection against malicious network traffic trying to shut down the switch;
· STP BPDU port protection;
· Dynamic ARP protection;
· STP Root Guard;
· Port security (allows access only to specified MAC addresses, which can be learned or specified by the administrator)
· RADIUS/TACACS+
· Secure FTP
· Private VLAN;

Convergence:

· IP multicast routing(PIM SM + PIM DM), IP multicast snooping, 
· Auto VLAN configuration for voice(RADIUS VLAN: uses a standard RADIUS attribute and LLDP-MED to automatically configure a VLAN for IP phones), 
· Local MAC Authentication (assigns attributes such as VLAN and QoS using locally configured profile that can be a list of MAC prefixes).

Cerințe de garanție și suport:
1. Soluția propusă trebuie să includă suport hardware și software pentru cel puțin 5 ani sau sa aibă “limited lifetime warranty”.
  Cantitatea necesară:
1U Stackable Switch – 18 unități + 2(rezerv)
SFP+ Module WDM 10Gbps – 18 buc. + 2 (rezerv)
Stackable Cable 3m – 18 buc. + 2 (rezerv).

Cerințe fata de candidați:

· Partener oficial al producătorului in RM.
· Dispune de cel puțin un inginer în rețele de calculatoare cu certificatul emis de producătorul echipamentului.
· Deținător de certificat ISO 9001:2015 - Sistem de management al calității.
· Deținător de certificat ISO 27001:2013 - Sistem de management al securității informației.
· Întrunirea cerințelor ”Regulamentului privind deșeurile de echipamente electrice și electronice” aprobat prin HG Nr. 212 din 07-03-2018.

Inginer coordonator SAIS DTA     		    		               Vitali Ostapov
                   						 Tel. de contact 022 502 844
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